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1. Download link for Mantra RD Service Setup.
Registered device service of MFS100 is fully compatible with latest Aadhaar Authentication API
2.0 (rev 1).

Registered device service Setup for MFS100 is available on our download portal
http://download.mantratecapp.com/Forms/DownLoadFiles.

Download

? MANTRA PRODUCTS

MANTRA RD Sendce (Aadhaar auth AP1 2.0 and E-Kyc API 2.1 compliance). MFS100 Driver and MFS100 Oient sendce (Aadhaar Auth API 1.6 compliance) setup induding

pre-requisites and test application

Download MANTRA RD Senice - Production (Windows) Download MFS100 Driver
[Aadhaar auth AP1 2.0 and E-Kyc AP 2.1 compliance (glso & Downlozad MFS100 Driver
dewnload and install driver setup)]

& Dow znuz

& Download RD Senice

Download MF5100 Cient Service Download MFS100 RD Sendce and Management Chent
{Android)

[Aadhaar auth API 1.6 compliance]

& Dow
& Dow
& Dow

Install Mantra RD Service & MFS100 Driver Setup.
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2. Mantra MFS100 Driver Setup Installation.
1. Start installation:

Right click on setup file and select “Run as administrator”.

Note: To install MFS100 scanner drivers and necessary service, setup need to access system32
folder. In this case setup need administrator privileges.

Mame Date modified Type Size

Q MFS100Driver, exe 6/8/,2017 517 PM Application 15,428 KB
Open
®  Run as administrator
Troubleshoot compatibility
@' Edit with Motepad++
™ Select Left File for Compare

2. Welcome Wizard:

@ Setup - MFS100Driver L= ] = S

Welcome to the MFS100Driver
Setup Wizard

This will install MFS 100Driver version 9.0, 2.4 on your
computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

I Mext = I Cancel

MANTRA REGISTERED DEVICE SERVICE API 1.0
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3. Destination Location

Ready to Install
Setup is now ready to begin installing MFS 1000river on your computer.

Click Install to continue with the installation, or didk Back if you want to review ar
change any settings.

Destination location:
| C:\Program Files\Mantra\MFSs 100\Driver

< Back

4. Finish Driver Installation

Q Setup - MFS100Driver i -

Completing the MFS100Driver
Setup Wizard

Setup has finished installing MFS 1000river on your computer.

Click Finish to exit Setup.

MANTRA REGISTERED DEVICE SERVICE API 1.0
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3. Mantra RD Service Installation.
1. Start installation:

» Right click on setup file and select “Run as administrator”.
> Note: To install Mantra RD Service, setup need administrator privileges.

Mame Date modified Type Size
° MantraRDService.exe F/31 9017 11-41 ARA LAnnlicatinn 3,288 KB
Open
®  Run as administrator
Troubleshoot compatibility
& Edit with Notepad++
¥™ Select Left File for Compare

2. Welcome Wizard:

& Setup - Mantra Registered Device Service Production (= ]

Welcome to the Mantra
Registered Device Service
Production Setup Wizard

This will install Mantra Registered Device Service Production
wersion 1.0.0 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

3. Destination Location:

Q Setup - Mantra Registered Device Service Production

Ready to Install
Setup is now ready to begin installing Mantra Registered Device Service
Production on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:'Program Files\Mantra'RDService \MFS 100

l < Back l Install ]I Cancel I

MANTRA REGISTERED DEVICE SERVICE API 1.0



MANTRA MANTRA REGISTERED DEVICE SERVICE

4. Finish RD Service Installation:

“ Setup - Mantra Registered Device Service Production

Completing the Mantra Registered
Device Service Production Setup
Wizard

Setup has finished installing Mantra Registered Device Service
Production on your computer.

Click Finish to exit Setup.

> After installation of RD Service, it can be found under Services form “Control Panel\All Control
Panel Items\Administrative Tools”.

* Services (Local)

Mantra AVDM Mame ’ Description Status  Startup Type
. Mantra Aadhaar Vendor Device Manager Automatic
Lo the service S Mantra AVDM Helper Mantra Aadhaar Vendor Device Manager Helper Sarted  Automatic

Restart the senvice e P——— R S S - e
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[nhoveation that count

5. Public to LO Conversion (MFS100 Registered Device)

> When RD Service will detect public device then it will convert it into registered device and user will be
notified again with success response by RD Service.

> After that you need to unplug and plug your device.

MANTRA AVDM

!

You have successfully converted device into aadhaar
registered device.
Kindhy unplug and plug your device again.

K

m

> if your device is not listed at Mantra Management Server than user will be notified with below message
so in this case you need to contact with our Servico Team at http://servico.mantratecapp.com Or

+91-79-49068000.

MANTRA AVDM

Emor; -215{Flease get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-45068000 )

Yer: 1.1

» Once registered MFS100 device will be plugged to the system, RD service will detect it automatically and

validate it on Mantra’s Management Server.
» Once validation competed then it will generate below popup for user information.

MANTRA AVDM

!

Framewarl is ready to use

K

m
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MANTRA

6. RD Service Test Application

1) HTTP : http://rdtest.aadhaardevice.com/
2) HTTPS : https://rdtest.aadhaardevice.com/ (Test https URL if your website is in https)

» By running RD Service Test application, user can detect all RD Services installed in their system.

Select Option to Capture
AVDM (READY)Mantra Authentication Vendor Device Manag v
Initialized Framework ) )
Timeout 10000 v PidVer | 20 v|Ew | PP v Finger Count | 1 ¥ |Finger Type| FMR v
Discover AVDM
InsCount | 0 ¥ InisType SELECT v
Device Info i FaceCount | 0 ¥ |FaceType | SELECT v
&
DataType X

» User can get Device Information which is connected to its system.

Select Option to Capture
AVDM (READY)Mantra Authentication Vender Device Manac ¥
2lzed Framewor
. Finger Count| 1 ¥ Finger Type| FMR v
Timeout 10000 v Pdver | 20 vEw PP ¥
over AVDM . .
TisCount | 0 ¥ [isType | SELECT v
Device Info Wadh FaceCount | 0 ¥ [FaceType | SELECT ¥
2
DataType X v
ERSONAL IDENTITY(PT) PERSONAL ADDRESS(PA)
Name; Match Valuel| Select v Care Of] Buiding]
Match Strategy] ® Exact O Partial U Fuzzy Age] | Landmark] Street]
Local Name LocalMatchValued| Select v Locality] PO Name]
DOBY Genderi| Select v City Sub Dist]
Phonel Email] District] State]
DOS Type] select v PinCade] Match Strategyi]  Exact

[PERSONAL FULL ADDRESS(PFA)

Match Strategy]] ® Exact O Partial O Fuzzy I Match Valued| Select ¥ Local Match Value]| Select v

Address Value: Local Address:

biVUADE LMCHGATUEC hide TWFUGHITFNVZnR LY 2EgSSkakE HLEIEXBZDEU;-‘kG LUEBRHCSU4sHNCHMTCHODE 34D gy

LwbinvecmL IELhbrveyNed X LISUn YDV

J'PEmudbstVC]AﬂljLVBlBs]OEd-ﬂJSB?Dd‘FuZlSpE?\gZhPTSPﬂvLDJnG-plethES(VPJREGMlFHh
z

phe
EtYuEBCMFEE\\MuYZEtMQSM(QYWQQGEuJ]Tqu»«im'l.UECBNHRJVkQM UEBXHMIQL DVGRKEWVNUBLY
BAQEF AADCAQBAMTTBCEKCAQEAL) qlyesz 1247bq)vgD111 28H5 XL OUB JNTHOCBPHAQSTAGXRS FRgOT zh zhauks
A++75220€ ADUEKHP ABXMEDKIRAE 12 SKI 20YRE2+H30T/ NN

if

#21324A0HCPO LY FEUNL £toy
241 FVTKNF S 3EDVE

Jokeshtzmielis/ gaxu

<addltlcnal infox
<Param name="srng” value="8361171" />

2 A
i “
ico/device info
A.WTH.881" rdsVer="1.8.8" mi="HF3168"
[hvchQELEQ-u‘gE Kjaoeg! TURTIELhbNRYYSETaZeTMNCIE1UZGLIFB2dCaMIGREM] 1GZ5b29Y IFNCYWLWYXROTER V3 LEG1aMF Y YXQESGLNaCEDb3VYdD RMIQWHEZ
IhC KT CHOTE2MDEZN I T1WICBSDEKNC TGC SqGS ThIDQE JARYVE IVC GOy dE

EXXIYHE@CRECU29NIGY ] aCE 1bmRpYSEQNnQg THRKM UBIJA gkqhkmsua
i1
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» By calling capture function of RD service, user can capture biometric data.

tra Authentication Vendor Device Manager™s
info" />

pture” />

«</RDSery
4
pi¢ options
<hml version="1.8"2> <Pidoptions ver="1.8"> <Opts fCount="1" fType="8" ifount="8" pCount="8" format="a" pidver="2.3" timeout="12800" posh="UNKNGWN" env="PP" /» </Pidoptions>
2
oid data
<xml version="1.8"2> -
TEVITEGLaMFY
IDgZNTL
9md
i2;
y 7 TBAQBdnhaA -
aXDHQE/ OL BKAUVGT LYV SQealGtRXFL BYHFHNX MU SORZGE:
&FZ3heho FFazdarmeechy =

Mantra Management Server

» Itis necessary that RD service installed in client machine must interact with Mantra’s
Management Server.

> For that, client machine must access the domain https://aadhaardevice.com and it’s all sub-
domains.

MANTRA REGISTERED DEVICE SERVICE API 1.0 10
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7. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

» Afterinstallation of RD Service (updated on 04-Dec-2017) below Application — Config
Mantra RDService shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

J | nd
Computer Ammyy-... AnyDesk.exe TeamViewer
11

5

Recycle Bin

m

Notepad++

|§ Config Mantra RDService

@ Default Programs

W Desktop Gadget Gallery

. Entrust IdentityGuard Soft Token
¢ Google Chrome

m

Enter Proxy Server Enter Proxy Port

\
=
N

Proxy Server Porxy Server Proxy Port PDrtI

% Configure Mantra RD Service

Proxy Settings

Keep blank UserMame & Password if Proxy Authentication is not required

User Name Password

st proxy ||| save oy | !

| — -

MANTRA REGISTERED DEVICE SERVICE API 1.0
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[nnovation that count

» Enter Username and Password if Proxy Authentication is required otherwise keep as
Blank.

© Configue enia D S

Proxy Settings
Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

ve Pro.
]

Proxy Settings
Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

» You need to “Unplug and Plug” device so RD Service will take that proxy setting to
communicate “Mantra Management Server”.

MANTRA REGISTERED DEVICE SERVICE API 1.0
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- .
% Local Area Network (LAN) Settings . [

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| Use gutomatic configuration script

Address

Proxy server

Use a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | 192.168.1.99 Port: 808

Bypass proxy server for local addresses

[ Ok ][ Cancel ]

8. Browser Configuration for Web RD Test

1) Chrome
Open chrome browser and write below in url and click on Enable “Allow invalie certificates
for resources loaded from localhost” and then click “RELAUNCH NOW”

chrome://flags/#allow-insecure-localhost

/ [} Cyberoam Captive Portal X r 8 chromey/flags/#allow-in X

< C | ® Chrome chrome://flags/#allow-insecure-localhost

IﬂlluwimalidcerﬁﬁcatesfnrresourcesluadedfmmIocalhosl.l ac, Windows, Linux, Chrome 05, Android

Add to shelf Mac, Windows, Linux, Chrome 05

Default v .

Your changes will take effect the next time you relaunch Google Chrome.

| RELAUNCH NOW |

MANTRA REGISTERED DEVICE SERVICE API 1.0
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2) Firefox
Open Firefox browser and write below in url and click on “l Understand the Risks” , click “Add
Exception” , it will open Add Security Exception popup and then click “Confirm Security
Exception”.
https://127.0.0.1:8005

& | @ hitps://127.00.1:8005 | |Q search B ¥+ & =
-
Add Security Exception ]
=  This Connection is Untrusted /. You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.
You have asked Firefox to connect securely to 127.0.0.1:8005, bu

Server

connection is secure.

: 3 : Get Certificat
Normally, when you try to connect securely, sites will present trug) | | -°cton: | Sl ea ARRRN)

are going to the right place. However, this site's identity can't be s
gemg e ty Certificate Status

What Should I Do? This site attempts to identify itself with invalid information.

¥ you usually connect to this site without problems, this error cod||  Wrong Site
impersonate the site, and you shouldn't continue,
Certificate belongs to a different site, which could indicate an identity theft.

s

Technical Details | (i below link Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature.

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trul |
you trust the site, this error could mean that is tamp{ |

Don't add an exception unless you know there's a good reason wl|
identification. 2. Click below button

Add Exception-

Permanently store this exception 3. Click below button

lgonfnmSemmy Ex:eptmnl l Cancel
3) Internet Explorer
ik Oplion G0 | (T R = e e
- I—@ Security Settings - Trusted Sees Zone B | | securty Setings - Tromed Ses Zone ES
Genersl | Secirty | rvacy | Content | Comnectors | frograms. | dvanced Satergs PR
o, Erable NET Pramewark seto . Desadle =
Sehoct & 2one 1 view o Change secunty settrge. Disable § Enable
Q J At Subent non-encrysied form dota
Macelaoos Owatle
teret  Locartecat [MERERNE]  Restxted Access daln scurces ctess domare § Eutie
wles Disatie 1 Prompt
Trusted stes —— bl E’.‘ﬂ. C | Lse Prpp Boder
£ This 2ore contans websnes hat you - P — Daatie
W tatnot 1o damage your computer o Alow draeqng of content betegen domary £ separais !
your fles. Duable
Tou have websites n s ore. ¥ st & Dasdle
— A
Secunty level for s zore Ao ogng of content bebween domans ni e same O
Duabie Userdats perssterce
o Sl Dusaie
Custom T YT RERESY = 9§ Enadie
OVMMM e shla Meheter i lace vndanad ah CAntant sane ren amenate v
+To change the settrg, cick Custom k’v;' ¢ " ' -y .
R ecommended setirgs, ot lgvel.
o o o *Tokns effect after you restart your computer Fakes effect afber you restart your computer
R custom
tratie Brotected Mode (requres et tng Ytarnet Explorer) ;:w vore ! ‘ Refet cstomsettngs — - »
| Medum (defoult) > Rgset... Beget to: - -
—— = Click "OK™,
xones {
‘ g ~ i~ ) Cos
Click "OK \
Click on "Custom Level™ and "Enable™ these options
shown as per image and "Disable™ smart screen filter as per this image

MANTRA REGISTERED DEVICE SERVICE API 1.0 14
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[nhoveation that count

& https//download.mantratecapp.com/rd O ~ @ & || & RD Service Client

Select Option to Capture Print 1.

File
g - [ Pq
Initialized Framework | Internet Options L2 Finger Count 1 Zoom (100%)
DiscaverAVOM ‘ Generalll Secunty u’. rvacy [ Content | [ rograms [ advanced| fou can add and remove websites from this zone, All websites in ris Count o e
) 3 J this zone will use the zone's security settings. Add site to Start menu
Device Info o § X Face Count | 0
Select a zone to view or change security settings. 6. add Url shown in below images View downloads Ctrl+)
e & J ® Add this website to the zone: Manage add-ons
Internet  Local intranet | Trusted sites | Restricted | hitps://dawnlezd mantratecape. com IILJ | RD=Epeyinald
PERSONAL IDENTITY((| rsied at 4 e Websies: Goto pinned sitez
sites . 0.0, Compatibility View settings
Name: This zone contains websites that you Stes :x,ﬁﬁmg;mmmaw com == ing:|
trust not to damage your computer or i : ' 2.| Internet options
Match Strategy;| ® Ex, yaour files. 5. http:/flocalhost =
You have websites in this zone. —— About Internet Explorer
Local Name; Security level for this zone R %
= 3 - - =SS —
DOB IRaqu\re server verification (https:) for all sites in this zone I ist]
Phone: Il Custom 7. if your site using only "http" insted of "https" =
i Custom settings. i i
o change the settings, cck Custom kvel, LA S 5
DOB TyP'E: select] -To use the recommended settings, dick Default level, gy Exact
PERSONAL FULL AD| Enable Protected Mode (requires restarting Internet Explorer)
Match Strateg l [Lcostomievel.. | [ pefuitiewel | “:|EZH\ Select v| Local Match Value:|[Select V|
[ Resetal zones to defaultlevel |
Address Valug)| Local Address;|
i o J[ concel ][ seot |
avdm/device info
(¥}
| General | seaurity | Privacy | Content | Connections | Programs | Advanced |
Settings
[7] Enable Enhanced Protected Mode™ .
[¥] Enable Integrated Windows Authentication™
o t Unckeck this check box if
T ST VEb it is checked.
[7] send Do Mot Track requests to sites you visit in Internet £
] Use S5L L0 Check
: eck all these check box
[¥] usessL 3.0 e
[#] usaTLS 1.0 if it is unchecked
[¥] use s 1.1
[¥] Use TLS 1.2 — . " Wi
|&#] Warn about certificate address mismatch™ ‘E] / Click "OK
[7] wam if changing between secure and not secure mode /
[ Warn if POST submittal is redirected to a zone that doesn ™ -
| m ] v / Restart "Internet
*Takes effect after you restart your computer / Explorer" browser and then
| Restore advanced sejfigs | test again for capture finger
Reset Internet Explorer settings
Resats Internet Explorer's settings to ther default -
htion, ' Resel...

You should only use this if your browser i in an
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Date Time and Time Zone

r I
7+ Date and Time ﬂ

Date and Time | Additional Clocks I Internet Time

Date:
Friday, August 18, 2017

Times: |
3:1%:22 PM |

E-T@]Change date and time... |

Time zone

I (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi I

[ Change time zone...

Daylight Saving Time is not observed by this time zone.

Get more time zone information online
How deo I set the clock and time zone? |

[ QK ] [ Cancel Apply

9. Device Registration on Management Server

To list device pre-production or production, send serial number of device to
servico@mantratec.com

+91-79-49068000.

10. Technical Support

Mantra Support Team

+91-79-49068000

support@mantratec.com & servico@mantratec.com

This information can be shared with your clients or end user for any kind of technical support.
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