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1.SETUP FM220 RD SERVICE:

fi& ACPL EM220 RDSewvice

Download Windows

Welcome to the ACPL FM220 RDService Setup - Certified RD service

Wizard ) from
http://acpl.in.net/RdS

The installer will guide you through the st jred to install ACPL FM220 RDServi . .

co:-,::,st:,‘ er will guide you throug e steps required [o instal EIVICE 0N your eerce.html? Llnk and

download windows
Certified RD service

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

§- ACPL FM220 RDService

Select Installation Folder LA
ey Click on Next and select
installation folder.

The installer will install ACPL FrM220 RDService to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files [x86)\4ccess Computech Pyt Ltd\ACPL FM220 RD Browse...

Disk Cost...

Install ACPL FM220 RDService for yourself, or for anyone who uses this computer:

(@ Everyone
(O Just me

Cancel < Back

Access Computech Pvt Ltd 2|Page


http://acpl.in.net/RdService.html
http://acpl.in.net/RdService.html
https://drive.google.com/file/d/0B2oVlLyrp-N2ako5NlZ2bVE0RDA/view?usp=sharing
https://drive.google.com/file/d/0B2oVlLyrp-N2ako5NlZ2bVE0RDA/view?usp=sharing

HELPLINE NUMBERS: 9099970565/ 8141958565/ 7874078565

i:.? ACPL FM220 RDService

Confirm Installation Il .
t Click Next button for
Confirm to Start
The installer is ready to install ACPL FM220 RDService on your computer. Installation.

Click "Next" to start the installation.

Cancel 1N < Back |

iz ACPL FM220 RDService

FM220 registered device setup ]

Fr220 SDK

Click Next and wait for
RD setup to start.

& ACPL FM220 RDService

Installing ACPL FM220 RDService ]
)
ACPL FM220 RDService is being installed.
i : Wait to install all
necessary files.
< Back Mext >
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#& ACPL FM220 RDService i X

Installation Complete el

ACPL FM220 RDService has been successfully installed. i
Click on Close button for

Exit.

Click "Close" to exit.

Please use Windows Update ta check for any critical updates to the NET Framework.

Cancel < Back
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2.SETUP FM220 RD SERVICE SUPPORT TOOLS:

i:§]‘ ACPL FM220 Suppert tools for RD service 5 X

)

service Setup Wizard

Welcome to the ACPL FM220 Support tools for RD [ 7

Download Windows
The installer will guide you through the steps required to install ACPL FM220 Support tools for RD
service on your computer. Support Tools from

http://acpl.in.net/RdS
ervice.html? Link and
download windows
support tools

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximumn extent possible under the law.

Cancel < Back

ii,? ACPL FM220 Support tools for RD service

Select Installation Folder [ A
__‘ 4 i:' .
Click on Next
button and Select
The installer will install ACPL FM220 Support tools for RD service to the following folder. installation
Toinstallin this folder, click "Next". To install to a different folder, enter it below or click "Browse". folder.
After selection,
Folder: _ again click on
C:AProgram Files (x86)\Access Computech Pyt LidVACPL FM220 Sup | Browse... Next button.
Disk Cost...

Install ACPL FM220 Support tools for RD service for yourseff, or for anyone who uses this
computer:

(®) Everyone
() Just me

Cancel ' < Back
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& ACPL FM220 Support tools for RD service — X
Confirm Installation [Z
The installer is ready to install ACPL FM220 Support tools for RD service on your computer. Confirm

installation and
click next to start
further
installation.

Click "Next" to start the installation.

Cancel < Back

After clicking on next button, it will display message that your application is installed,
click on close button for exit.
After installation, it will display automatic FM220 Device Installer.

Welcome to the FM-220 Installer!

This wizard will vialk you through upd3 |v,§] ACPL FM220 Support tools for RD service

your FM-22D device.

Installation Complete

ACPL FM220 Support tools for RD service has been successfully nstallzd.

Click “Close” to exit.

To continue, click Next.

Please use Windows Update to check lor ary critizal updates to the .NET Framework.
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Welcome to the FM-220 Installer!

This wizard will walk you through updating the drivers for
your FM-220 device.

To continue, click Next.

< Back Next > Cancel

FM-220 Device Installer

5

Congratulations! You are finished
installing your FM-220 device.

The drivers were successfully installed on this computer.

You can now connect your device to this computer. if your device
came with instructions, please read them first.

Driver Name Status
N/ Startek Engineering Inc. ... Readyto use

< Back Cancel

Access Computech Pvt Ltd

Click on next and wait
For device drivers to
Install in your PC.

If drivers is successfully
installed in your PC,
then it will display
device status as
“Ready to use”.

If drives is not installing
In your PC, then it will

Display device status as
“Device driver Failed”.
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3. INSTRUCTIONS TO ENABLE HTTPS IN RD SERVICE:

(Only if you want to use different port for HTTPS
Otherwise it will support HTTPS on same port which is on

HTTP)

If you wanted to listen RD Service on HTTPS protocol, then please follow
instructions described below.

If you want to check whether RD Service is listening through HTTPS
protocol, then go to following link:

http://acpl.in.net/fm220 entry/RD Service Call HTTP.aspx

If HTTPS is not configured in RD Service then follow instructions.
For enabling HTTPS in RD Service please go to following path and open
application named “Config ACPL RD service.exe”. Open this application as

Administrator. Follow instructions for further process:

PATH: "C:\Program Files (x86)\Access Computech Pvt Ltd\ACPL FM220
Support tools for RD service\’

APP NAME: " Config ACPL RD service.exe

RUN MODE: "As Administrator

1. Application Console: -

‘_‘i_“‘-“-' Configure RD service = O X

Access FM220 RD service Conﬂgumtion
HTTPS (S5L) corfiguration

HTTPS port No (11200 | Configure SSL
P seifi
o At Use Custom Praxy [ ]
Proxcy Server Port
User Name Password
Keep blank # login is not required
button4 Test Settings
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2. Fill Port Number: -

ﬁﬁ’* Configure RD service =

Access FM220 RD service confi
HTTPS (S5L) configuration

HTTPS port No 11200

P settings
s el Use Custom Proxy [ ]
Proxy Server Port
User Name Password
Keep biank f login is not required
button4

Test Settings

Please enter port
number (11200
recommended)

3. Click on "Configure SSL’ button: -

Click on button and

ﬁﬁ’* Configure RD service =

HTTPS (55L) configuration

O

Test Settings

HTTPS port No |11200 Configure SSL
P setti
Y S Use Custom Proxy [ ]
Proxy Server Port
User Name Password
Keep biank f login is not required
button4

x

Access FM220 RD service configuration

wait for any
response.

4. Responses from application: -

=> After clicking on ‘Configure SSL' button, it will show following

response.

Proxv

Ds X

Https (S5L) configuration done!
Restarting Service

Proxy

oK

Access Computech Pvt Ltd
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=» After above response, it will restart RD Service. So, please wait for
restart and application response as following.

nc %
Service started

Youk 0K

wrrd
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4.RD SERVICE TROUBLESHOOTING WITH HTTPS:

=>» In case of WINDOWS 8.1, if operating system is not updated, then RD
Service cannot be connected through HTTPS. So, to enable HTTPS in
this OS please follow below instructions.
(These instructions are for 64-bit OS. You can search same for 32-bit.)

Please find links to download updates for enabling the HTTPS RD Calls into WIN 8.1 64 Bit version.
Please Install them in order shown below.

1. Please Download and Install UPDATE File: - Windows8.1-KB3021910-x64.msu (NO RESTART)
https://www.microsoft.com/en-us/download/details.aspx?id=46809

2. After 1% step and RESTART please download and install UPDATE File: -
Windows8.1-KB2919355-x64.msu (RESTART REQUIRED)
https://www.microsoft.com/en-us/download/details.aspx?id=42335

3. After 2" step and RESTART please download and install UPDATE File: -
Windows8.1-KB3172614-x64.msu (RESTART REQUIRED)
https://www.microsoft.com/en-us/download/details.aspx?id=53334

=» In case of Firefox browser, RD Service cannot be connected through
HTTPS. So, to enable HTTPS in Firefox browser please follow below
instructions.

Open Firefox browser and follow below instructions:
Go to Menu -> Options and Click on "Advanced’ tab.

it g

Demo =

100% +

O = 2

TTPS): NOT AVAILABLE New Wincaw  Teew Private

P Fonmat( format); h @ &
it Fostoy Fuil 5

L8 &

Dipen oatians

& A

Click on “View

Advanced Certificates’ button

& Advanced

View Certificates ecurity Devices
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Certificate Manager

In “Servers” Tab,
click on "Add
Exception’

Add Exreption..

Default location
of FM220 RD
Service

Add Security Exception X

You are about to override how Firefox identifies this site.

»  Legitimate banks, stores, and other public sites will this.

Get Certificate

Server

Enter Location of
RD Service and
click on ‘Get

Location: | https://localhost:11200 |

Certificate Status

View... Certificate’ button
I_ Add Secunty Exception x
! You are about to override how Firefox identifies this site.
H Legitimate banks, stores, and other public sites will not ask you to do this.

Server
| Location: | https/ficcalnost11200
|
| e Status

attempts 10 identify itself with invalid information View,.
Unknown Identity Click on “Confirm
The certificate is not trusted because it hasn't been venfied as issued by a trusted authanty using a Security
Exception
button

After all steps,
you will be able

[4] Bermanently store this exception

Coafirm Secunity Exception Cancel to see the entry
in “server’ tab
LA LY I sy sy evie
vlocalhost
localhost localhost:11200 Permanent 01 August 2036

Vv 1ne USERTRUST Network

Refresh your web page from which you are calling RD Service.
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=» In case if HTTPS is also not working in IE, you can follow below

instructions.

You can add your website into trusted web sites list to enable HTTPS.

Kk *
Print
File
Zoom (125%)
) Safety
Add site to Apps
View downloads Ctrl+)

v

v

Manage add-ons

\BLE - PORT NO: 11200 F12 Developer Tools
Go to pinned sites
Compatibility View settings

Go to ‘Internet
Options’

Internet options

PID Format(format): [

About Internet Explorer

After that, go to “Security tab and click on "Trusted Sites’.

l Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ / O

Internet Local intranet R iie G| Restricted sites
Trusted sites <t
. es
f This zone contains websites that you

¥ trust not to damage your computer or
your files.
You have websites in this zone.

You can add your web site address from where
Service functionalities.
e.g. http://www.acpl.in.net

Click on ‘Sites’
button.

you are going to call RD

Trusted sites >

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
|http:,ffacpI.in.net,ffm220_9ntr}ffRD_Senfice_CaII_http.a| | Add

VAlnheritae:

Access Computech Pvt Ltd
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5.INSTRUCTIONS TO SET PROXY SETTINGS IN RD
SERVICE:

If your internet running through proxy and you are getting following error
while registering FM220 device in RD Service, then please follow instructions
described below.

FIM220 SDK Rx]
OR Error Registering -Unable to connect to the remote server
Try again after some time and contact help desk if repeated

AR
For enable proxy in RD Service please go to following path and open
application named “Config ACPL RD service.exe”. Open this application as

Administrator. Follow instructions for further process:

PATH: "C:\Program Files (x86)\Access Computech Pvt Ltd\ACPL FM220
Support tools for RD service\’

APP NAME: " Config ACPL RD service.exe

RUN MODE: "As Administrator

1. Application Console: -

A Configure RD service = O X

Access FM220 RD service configuratio
HTTPS {S5L) configuration

HTTPS port No | | Configure SSL
P setti
oy st Use Custom Proxy [ ]
Proocy Server Port
User Name Password

Keep blank if login is not required

Test Settings

Access Computech Pvt Ltd 14 |Page
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. Fill Proxy Details: -

Check the box for

He Configure RD service a X

HTTPS (S5L) configuration

HTTPSpotNo | | Configure

: ;
Tony stiings Use Custom Proxy

| Password |
O 15 1oL Tequned

Test Settings

Access FM220 RD service configuration

“Use Custom Proxy"

Enter Proxy Server
IP and Port Number

Enter Proxy Username and
Password if required.

Click on "Test Settings': -

f\“‘ Configure RD service O X

Access FM220 RD service configuration
HTTPS (SSL) configuration

HTTPSpotNo | | Configure SSL

P setti
s o Use Custom Proxy [

| Port [port no

] Password |
Keep blank # login is not required

Proxy Server [Eeivgr ip

User Name

Test Settings
Fa L 3OL) COrmguiaun
{TTPSpotNo | | Configure S€
x|
y settings
7

—  Success! .-
i Server IE Port |port no.
Name |_ iword |

0K lired

T Test Semings

Access Computech Pvt Ltd

After inserting
details please click
on ‘Test Settings’
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4. Click on ‘Set Proxy: -

ﬁ“ﬁ; Configure RD service = O b

Access FM220 RD service configuration

HTTPS (S5L) configuration After that please
HTTPS port No [:I Configure SSL click on “Set Proxy"
B :
PR s Use Custom Proxy []
Proxy Server |_.§erver'rp ‘ Port |port no.

User Name Password
( |

Keep blank # login is not required

Test Settings Set Proxy
o NO. | Cont
*
H
7

—{ Settings saved! —
se Port [pc
[ werd [
oK ired
| Test Settings Si

It will take some time to restart the service.

If any other error raises at time of registration, like ‘Device data not
available’ or ‘Device is blocked™ or ‘Subscription Expired’ etc., then please
contact our support.

Access Computech Pvt Ltd 6|Page
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6. INSTRUCTIONS TO CHECK FOR ACPL FM220
REGISTERED DEVICE SERVICE:

(Basic Functionality)

1. Onyour desktop, click Start > Run.

2. On the Open field, type services.msc and then click OK. The Services console
pops up, listing all services that are installed on the computer.

3. Check for ACPL FM220 Registered Device service if it is started or not
(Default Start)

. Services (Local)

ACPL FM220 Registerd Device

service

Stop the service
Restart the service

Description:
FM220 RD service for UIDAI registred
Device Support

~ i

4. Ifservice started then please check task bar for Icon

5. Right click on Icon and check if your device is ready or not.
6. If Service is running and device is connected and registered, then ready status
will display with green colour.

Ready

& About

Festart
Test Capture

Register Device

Check for Update

Access Computech Pvt Ltd 17 |Page
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7. If Service is running, Device is connected but, Device is not registered, then
following status will be displayed.

FM220 not registered
@ About

Restart

Test Capture

Register Device

Check for Update

8. If Service is running and device is not connected then following status will be

displayed.
FM220
@ About
Restart
Test Capture

Register Device

Check for Update

9. |If Service is stopped, then it will display in Red colour.

Service

& About
Restart
Test Capture

Register Device

Check for Update

10. Whenever FM220 Device is connected to PC, it will display notification

= FM220 SDK
FM220 Connecied.

Access Computech Pvt Ltd 18| Page
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11. Now click on “Test Capture” option from menu to test device. It will display
image as below

mmm Place Finger and click capture
e Pl select finger to capture
BEes

[

[y

=

BB B Fingersto be captured : 2 Fingers captured : 0
LEFT INDEX

SUBMIT Capture Finger ABORT ; t_ 1

Now, click on “Capture Finger” button and put your finger on device for
fingerprint. After taking fingerprint, click on submit button and again capture
another finger in same manner.

Capturing LEFT HAND INDEX

isem  Fingers to be captured : 2 Fingers captured : 0
LEFT INDEX

&wdd
SUBMIT Capture Finger ABORT A

= Place Finger and click capture

AR RS Pl select finger to capture
fs A BN
e 08 pa Fingers to be captured : 2 Fingers captured : 1
LEFT INDEX

SUBMIT Capture Finger ABORT iz ‘_:;: =

[ LS

12. After successful enrolment of finger print, it will display message :

Test Capture done

13. Click on “About” option from menu for information about application.

FM220 Registersd Device SDE
Wer1l
Copyrght Acssies Compitich Pt Lt

Access Computech Pyt Ltd
S4B, GIOC, Makwpus
T eckodery, Gugert 330010

TBTADTALES , B141056665
supperi@acol ind.in

Thisappication ia lopts for P22 moltered devics L
30K LE
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14. Whenever you remove FM220 Device from your PC, it will display Notification as

1= FM220 SDK

FM220 devic

7.ALLOW RD SERVICE COMMUNICATION IN
ANTIVIRUS PROGRAMS:

=> Quick Heal:
i. Enable ports for HTTP:
Open Quick Heal Total Security and click on 'Internet & Network'.

s Help 23 x

Quick Hea
Total Security Virus database 29 September 2017

System is secure
System is being actively protected
No action required

O X & 2

Files & Emails Internet Parental
Folders & Network Control

Now go to settings of "Firewall Protection'.

WS 1ULdl JELUriLy T e—

@ Internet & Network

Firewall Protection o ) =
Protects PC from network attacks

Access Computech Pvt Ltd 20|Page
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Now in "Advanced Settings’ click on "Configure'.

& Firewall Protection

ﬁ\\ Monitor Wi-Fi Networks oN —@

Identifies unsafe Wi-Fi networks.

Program Rules m

Create rules for programs accessing the Internet,

Advanced Settings

Configure rules to control Inbound - outbound network traffic.

Default

Now in "Traffic Rules’ click on "Add’.

Advanced Settings b

[ Display Alert Message
[] Create Reports

C\Program Files\Quick Heal\Quick He  \Firewall

Network Connections ITrnlﬁc Rules |
Exceptions

[ Exception Name Protocol Action Network Profi ~

[ add Remowe || up |[ Down |

| pefaulr || ox || gancel |

Now follow described steps below as pictures and enter values same as
described in pictures.

Add/Edit Exceptions b

on Name: C|iCk ‘NeXt‘

i MNext | Cancel |

Access Computech Pvt Ltd 21| Page
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Add/Edit Exceptions

T

Local IP Address:

0 1P Address; l—
112 Address Range

Start IP Address: E

End IP Address: l—

| Back ||[ Next ”I;anr_al

1: Add/Edit Exceptions bl |

| Local TCP/UDP Port:

All Ports
E Use comma (,) in between to
() Specific Port(s)

apect rus) fer multiple ports.
=) Port Range

Start Port: 11
End Port: 11120

Lancel

Add/Edit Exceptions

|I © Any IP Address: '

1P Address: |

IP Address Range

Start IP Address: ' ’ :
End IP Address: . .

| Back || Next “l Cancel

!. Add/Edit Exceptions * I_
| Remote TCP/UDP Port: !
1 All Ports f
Specific Port(s): ’7 E.Ise m:ﬂiapﬁ: ;Diestween to
) Port Range

Start Port: 1iim
end Port: 11120]

| Back I| Next liancel |

1 Add/Edit Exceptions

I élect Action:
=) Allow

Deny

MNetwork Profile:
[¥] Home [¥] Public

\EI Waork

[¥] Restricted

|  Back II| Einish |I|§incal |

Access Computech Pvt Ltd 22|Page
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ii. Enable port for HTTPS:
Enabling of HTTPS port is same as enabling of port in HTTP, described
above. There is only change in rule name and port number please follow
instructions as described in pictures.

Add/Edit Exceptions

||RDH=_!F‘S| l

Select Protocol:
& TCP

upp

Icmp

UL e[ concel |

Other steps are same as above HTTP configuration. Only port
number will change.

:' Add/Edit Exceptions b |

1 Local TCP/UDP Port:

All Ports

I *) Specific Port(s): IEOUI— te COMIMA () 1 hetiwes b

ter multiple ports.

Port Range

Start Ports
End Port:

]

Y Add/Edit Exceptions x l_

1 Remote TCP/UDP Port: L Click "Next’
fi

[_M 2oL
n
se comma (.} in between to
® Specific Port{s): l 11200| 1
i i ter multiple ports.

N

Port Range

End Port:

Start Port: l
li

.
3
Cancel | n

|___E_ack I| Next “
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After completion of all steps you will able to see all rules (HTTP and
HTTPS).

Advanced Settings x I-
Ir2

[ Display Alert Message
[ Create Reports .

C:\Program Files'\Quick Heal\Quick He.. \Firewall rOEe fer

Network Connections Traffic Rules | .

Exceptions

] Excegmn Name Pro(_ocol Action Network Profi
[#] RD HTTRS
[¥] RD HTTP

<€ HaCx o Menu

.@ Monitor Wi-Fi Networks oNn —@

Identifies unsafe Wi-Fi networks.

Click “Save
Changes’

Program Rules
Craate rules for programs accessing the intemet

Advanced Settings
Configure rules to control Inbound - cutound network traffic.

Defaulr

save Changes

Do Not Select
*Block All’

| add || Remove || ok || cancel |

Access Computech Pvt Ltd 24| Page
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= Kaspersky:

Open Kaspersky Total Security. After that click on "Settings'.

Fu Kaspersky Total Security KASPERSKY3 ? = X

Your computer is protected

4 recommendations

E S 2 — P

Scan Database Update Safe Money Password Manager
Update requied
Privacy Protection Backup and Restore Parental Contral Protection for all
devices
L] Other preducts My Kaspersky  Licenses 30 days remaining

After that in "Protection’ Tab click on "Firewall'.
¥, Kaspersky Total Security KASPERSKY2 ?

|
*

Click Here
| € ) Settings

Ganeral File Anti-Virus o
Seansall files that are apened, saved, ar un,
Web Ant-Virus &

5 i ; o i : "
Perdormance Scans incoming web traffic and prevents dangerous scnpts from runnin..

Application Control G

J
Manitars the activity of all applications that are instzlled on the compater.

g
Bl & &

888888

Addstional Firawall o
Filters all natwork activity tn ensure sacurity on local networks and the |,
@\ Private Browsing on
Protects against callection of information about your activities on websis.
@ Webcam Protection on
Prevents spying on you via webcam
. N . N
After that click on "Configure packet rules’.
V. Kaspersky Total Security KAYPERSIKY £ ?
[ € ) Firewall settings
Firewall
Filters all network activity to ensure security on local netwaorks and the internet. Learn more
MNotify of vulnerabllities in WI-F| netwaorks C“Ck Here

Block and warn about insecure transmission of passwords over the Intermot
Mo hidden notifications.

25 Thede settings are not avallable hécause Kaspersky Secure Connection |5 instolled on the computer. You can configure ¥,
connection settings in Kasporsky Secure Connection. Sattings

+ | Allow connections on random ports for active FTP mode
+ | Do not disable Firewall until the operating system stops completely

| Block network connections I the user cannot be prompted for action

The application does not prompt the user for action If the application Interface is not loadead,
Networks
Configure application rules

E} Q Orther products My Kaspersky License: 30 ¢

Access Computech Pvt Ltd 25|Page



HELPLINE NUMBERS: 9099970565/ 8141958565/ 7874078565

Now we will see, how to enable ports for HTTP and HTTPS.

i. Enable ports for HTTP & HTTPS:

In "Packet Rules® windows click on “Add’.

Packet rules

MNam¢

Keep “Allow’

Edit. Remove

|| »

aol
Actior
By application ... Active
By application ru.., Active
By application rui.. Active
Allow Active
By application nu., Active
Block Active
Bk i Click Here
Block Active
By application f. Acthve
By application ru. Aetive
Al Active
Allow Active
Aliow Active
Block Active
Blodk Active

Name for Rule.

Keep direction both
Inbound/Outbound

Different name in

case of HTTPS

| RO SERVICE HTTP

Keep "TCP®

Inbound/Dutbound

protocol

Tcp

Remote ports:

Local ports:

11100-11120

l ‘ Any address

Status:
®) Active

! Inactive

| | Log events

Network rule template »

Here HTTP Ports: 11100 — 11120
FOR HTTPS CHANGE IT TO: "11200°

Save Cancel

After setting all
values click on
“Save’

Access Computech Pvt Ltd
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= MCAFEE:
Open MCAFEE security program.

Go to Firewall settings and click on "Port and System Services'.
@ Firewall o

Firewall: On

Firewall protects your PC 2gainst intruders who can hijack your PC or steal parsonal information, and polices
the information your PC sends and recelves.

Learn more Tum O Rmr‘m
Internet Connections for Programs ~
My Netwark Connections ~
Paorts and System Services ~
Intrusian Detection -
Net Guard ~

oli - S
Learn more

Ports and System Services ~

Click on "Add®

Open a port on your PC so a service can be accessed by other PCs on your network and the Internet.

Name Port(s) Description

Pl e E

Learn more

“ S

Now we will see how to configure HTTP and HTTPS ports.
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Rules.

Different in case
of HTTPS
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i. Enable ports for HTTP & HTTPS:

Ports and System Services ~

uUpen a port on your PL S0 a SErVICE Can DE aCCeEsSSed DY OINer PLs on your NETWOrK ana tne intermet.

Add System Service Port

System Service Name: . . i
‘PL FM220 Registered Device Service

System Service Category:
o it RD Service Authentication

) Service Description: This rule enable client to connect with RD
Click on Service through HTTP
. N — ————
Save
Learn more —
Ports and System Services ~

HFUU-2uuy,

Local TCP/IP Ports:

11100-11120

Local UDP Ports:

Open ports to;

s g

Here HTTP Ports: 11100 - 11120
FOR HTTPS CHANGE IT TO: 11200

Click on
‘Save’
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=> Symantec Endpoint Protection:
Open Symantec Endpoint Protection.
Go to "Policies’ tab and click on "Firewall'.
After that right click on "Firewall Policy’ and select "Edit'.

@ Symantec Endpaoint Protection Manager = El X

Firewall Policies

Hame Degcription Location Uge Count

Frewal paicy Created sulomfizaby during prodict instalabon H

Qusrantna Frawe oy Craate Suto menieaky during produnt inetskaton o
BE=

Copy
Tzl
Assign
mport
Expor...

After that into "Firewall Policy’ window select 'Rules’ tab and click on "Add
Rule’ button.

@ Firewall policy *
Firewall Policy
Oreerwigsns Rules
Rules
Biuitt-in Rules Rules  Motifications
Protection and Steath Firewall Rules
Windows Integration Firewall rules allow, block and log network traffic. You can add higher prierity rules in the table below.
Peer-to-Peer Autherticstion Settings
Inherit Firewall Rules from Parent Group
we Eu. Name Action  Application Host Service Log Severity Adapter
1 10-Minor All Adapte *
2 10-Kinor All Adapte
3 10-Minor All Adapte
4 10-Minor All Adapte
5 10-Minor All Adapte
-] 10-Minor All Adapte
7 10-Minor All Adapte
8 10-Minor All Adapte
9 10-Minor All Adapte
10 rite to Tr... 10-Minor All Adapte
" one 10-Minor All Adapte
12 one 10-Minor All Adapte
13 rite to Tr... 10-Minor All Adapte
14 one 10-Minor All Adapte
15 rite to Tr... 10-Minor All Adapte
-
L 13
Add Rule.. Add Blank Rule Delete Rule Move Up Move Down

Now we will see how to configure ports for HTTP and HTTPS.
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Enable ports for HTTP & HTTPS:

¥ Add Firewall Rule Wizard

— Weicome to the Add Firewrall Rule Wizard

Enter Rule name
Different for
HTTPS and HTTP

T wzantd nelps you to add a new firewali ruie

What do you want to name tne firswall rule?

Rule name

Ta confinue, click Next

V/Symantec :

= Back et 7| Cancel

Allow all
%

connections

@ Add Firewall Rule Wizard

Select the Action for the Rule g Symantec

Select whetker the firewall should allow or biock or agk connsctionz.

= Allow connections

Biock connections

A3E CoRnechons

= Back Eﬁeﬂ Cance!

Allow all
Applications

@ Add Firewall Rule Wizard
Select the Rule Applications

Select th= applcations thiz rule zhould match

Do you wart this frewall rule to apply to al applications, or enly specific appicativns?

c appicaiicns bsled be
Description

iy 1

Application

< Back Next = Cancel

30| Page

Access Computech Pvt Ltd



HELPLINE NUMBERS: 9099970565/ 8141958565/ 7874078565

@ Add Firewall Rule Wizard 4 L R
Click "Next

Select the Hosts
Seiect s remote netWork NOSIS this ride should mateh. szmantec-

To what computers or sites do you wani to allew connecficns?

Any computer or site

Onhy the computers and sies listed halowr

Host
= Back
. @ Add Firewall Rule Wizard X TS .
i Click "Add
Select the Network Services
Select the network services this rule should match. szmantec'

What type of communicatiens, or ports, do you want to control?
All types of communication (all protocols and perts, local and remote)

The following types of protecols on all perts:  TCP

[ + Only the communications selected below:

Tervice name Comm
MS SQL Server TCP:[Local=1433] ; UDP:[Local=1434]
Network Neighborhood Browsing  TCP:[Remote=135,139 445,1026,1027] ; UDP:[Loc;
Network Neighborhood Sharing TCP:[Local=135,139,445 1026,1027] ; UDP:[Lo S—
Movell Networking - Client TCP:[Local=524, 2302] ; TCP:[Local=427; R =427 ;
POP3 Server TCP:[Local=110]
PPTP Client TCP:[Remote=1723] ; IP:[47]
PPTP Server TCP:[Local1723] ; Balad -
Add... Edit. Delete
< Back Cancel
i) ; Select
Direction
. N Select the Network Services ‘f‘ [ N N
Select “TCP" as vmantec. Both
X
protocol
TCP ]
What
TCP Protocol
Source/Destinaton * LocalHemoie
EeZlorl s orzloe
.
Local Port: 11100-11120 >
Examples: 21 o 21,25 or 2123 3 Click ‘OK‘
R=mote Fg £l
Bath
oK cancel Help -
Add . Edit .. Delete
< Back Hext= Cancel

Here HTTP Ports: "11100-11120"
FOR HTTPS CHANGE IT TO: "11200°
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@ Add Firewall Rule Wizard X

Select the Network Services v Symantec

Select the network services this rule should match.

What type of communications, or ports, do you want to control?
Alltypes of communication (all protocols and ports, local and remote)
The following types of protocols on all ports:  TCP

* Only the communications selected below

Service Name Communications
v TCP:[Local=11100-11120]
DHCP Server UDP:[Local=67 68, Remote=67 68)
DNS Server TCP:[Local=53; Remote=53] ; UDP:[Local=53]
FTP Server TCP:[Local=21; Incoming] ; TCP:[Local=20; Outgoing]
HTTP Server TCP:[Local=80,443]
IMAP Server TCP:[Local=143]
LDAP Server TCP:[Local=329]
Edi..
= Back Cancel
¥ Add Firewall Rule Wizard bt
select a Log Action ijmantec
Select the Inggng zetings for this ruie -
Do you weant i create a log entry when this ruie iz matched?
. N N
e Click ‘Finish
* No
Clizk Finish to creaie this firewall rule.
= Back Cancel

Access Computech Pvt Ltd 32|Page



