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1. Mantra MFS110 Driver Setup Installation.

1. Start installation:

Right click on setup file and select “Run as administrator”.

s

Mame Date modified Type Size

£ MFS110Dker 13-04-2023 17-349
Open

Application 4949 KB

® Run as administrator
Troubleshoot compatibility
Pin to Start

2. Welcome Wizard and Destination Location:

. Setup - MFS1100river version 1.1.0.0 — >

Ready to Install
Setup is now ready to begin instaling MFS110Driver on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:'Program Files\Mantra\MFS 110'\Driver
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3. Finish Driver Installation

0 Setup - MFS1100river version 1.1.0.0

Completing the MFS110Driver
Setup Wizard

Setup has finished installing MFS1100river on your computer.

Click Finish to exit Setup.

2. Mantra MFS110 RD Service Installation.

1. Startinstallation:

» Right click on setup file and select “Run as administrator”.

S R S 734 KB
Open

) Run as administrator
Troubleshoot compatibility
Pin to Start

& MantraMFS110RDSen
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2. Welcome Wizard:

. Setup - Mantra MF5110 Registered Device Service version 1.0.1

Select Start Menu Folder
Where should Setup place the program's shortouts?

e
B—  Setup wil create the program's shortouts in the following Start Menu folder,

o—

o——m

To continue, dick Mext. If you would like to select a different folder, dick Browse.

[

Browse...

[Joon't create a Start Menu folder

3. Destination Location:

& Setup - Mantra MF5110 Registered Device Service version 1.0.1

Ready to Install
Setup is now ready to begin installing Mantra MFS110 Reqistered Device Service

on your computer.

i

Click Install to continue with the installation, or didk Back if you want to review ar
change any settings.

Destination location:
C:'Program Files\Mantra'\RDService\MFS110

Start Menu folder:
(Default)
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4. Finish RD Service Installation:

& Setup - Mantra MF5110 Registered Device Service version 1.0.7 —

Completing the Mantra MFS110
Registered Device Service Setup
Wizard

Setup has finished installing Mantra MF5110 Registered Device
Service on your computer, The application may be launched by
selecting the installed shortouts.

Click Finish to exit Setup.

> After installation of RD Service, it can be found under Services form “Control Panel\All Control
Panel Items\Administrative Tools”.

. Services (Local)

s

Mantra MFS110 AVDM Mame Description Status Startup Type Log On As
1..,'?‘} Mantra AVDIM Mantra Aad... Running  Automatic Local Syste...

Stop the service *4 Mantra MF5110 AVDM Mantra MFS... Running Automatic Local Syste...
Restart the service a

@;Mantra MIZT00VZ AVDM Mantra MI5.. Running  Automatic Local Syste..,
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3. MFS110 L1 Registered Device

> When RD Service will detect device then it will convert it into registered device and user will be notified
with success response by RD Service.

> After that you need to unplug and plug your device.

MANTRA AVDM

You have successfully converted device into aadhaar
registered device.
Kindly unplug and plug your device again.

OK

» If your device is not listed at Mantra Management Server than user will be notified with below
message so in this case you need to contact with our Servico Team at
http://servico.mantratecapp.com Or 079-49068000 / 079- 69268000.

MANTRA AVDM

!

Emor: -215(Please get it registered your fingerprint
device at: a) servico mantratecapp.com b) Or call on
+91-79-45068000 )

OK

» Once registered MFS110 device will be plugged to the system, RD service will detect it
automatically and validate it on Mantra’s Management Server.
» Once validation competed then it will generate below popup for user information.

MANTRA MFS110 AvDM (O

Framewonk is ready to use
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4. RD Service Test Application

1) HTTP : http://rdtest.aadhaardevice.com/
2) HTTPS : https://rdtest.aadhaardevice.com/ (Test in https URL if your website is in https)

» By running RD Service Test application, user can detect Mantra RD Services installed in the
system.

Select Option to Capture
AVDM DataType Wadh Finger Count Face Count Iris Type
(READY-11100)Mantra MFS110 Authentication Vendor Device Manager v X v 1 v 0 v SELECT

» User can get Device Information which is connected to its system.

Select Option to Capture

AVDM DataType Wadh Finger Count Face Count Iris Type:

(READY-11100)Mantra MFS110 Authentication Vendor Device Manager v X v 1 v ] v SELECT v
Timeout PidVer Env Client Key Irig Count Finger Type Face Type

10000 v 20 v PP v Enter fext 0 v FMR v SELECT v
PTimgout PGCount OTP

20000 v 2 v Enter fext

AVDM / Device Info Pid Options

<7xml version="1.0"7= -

<Devicelnfo dpld="MANTRA MSIPL" rdsld="RENESAS MANTRA 001" rdsVer="1.0.0" mi="MF5110"
me="MIIDZTCCArVgAwlBAglIMjAwMEE4NjAWDQY JKoZIhve NAQELBQAwgZsxHzAdBqkahkiGEWIBCQEWEHJIKQG 1hbnRy YXRIY ySib20xFjALBaNYBAMTDU
1TSVEMIEWXIFBPQZEXCZAJBgNVEAS TAKIUMSUWIWYDVQQKENYWIltmEgU28mdG\jaCBJbmRpY SBQdnQgTHRKMRIWEAYDVQQHEWIBaG 1IZGFTYWQ
¥CzAJBgNVBAQTAKIKMQswC QY DVQQGEWJTjAeFwlyMTAIMTUwND QwMDR Fwly MTA TMTQxMTEYNTEaMIGwMSQwlg Y JKoZIhve NAQKEFhYzdXBwhd) ¥
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» By calling capture function of RD service, user can capture biometric data.

Select Option to Capture

AVDM DataType Wadh Finger Count Face Count Iris Type

(READY-11100)Mantra MFS110 Authentication Vendor Device Manager A4 X v 1 ~ ] - SELECT v
Timeout Pid\er Env Client Key Iris Count Finger Type Face Type

10000 v 20 ~ PP v Enter text 0 v FMR v SELECT ~
PTimsout PGCount

20000 ~ 2 ~

AVDM / Device Info Pid Options

<?xml version="1.0"7>

<Devicelnfo dpl MANTRA MSIPL" rdsld="REMESAS MANTRA.001" rdsver="1.0.0" mi="MF3110

me="MIIDZTCCArNVgAwWIBAgIMjAWMEE4ANjAWDQY JKoZIhve MAQELBQAWgZ sxHzAJBgkghkiGSw0BCAEWEHJKQG ThbnRy Y XRIVYSjb20xFjAUBgNVBAMTDU
1TSVEMIEwx FEPQzEXCZAJBgNVEASTAKIUMSUw QKEx<MYWS0emEgU28mdG\VjaC BJbmRpY SBQdnQAgTHREMRIWEAY DVQQHEWIBaG1IZGFIYWQ
*CzAJBgNVBAGTAKIKMQswCQYDYQQGEW I TjAeFwlyMTAOIMTUWNDQwMDRaFwly MTA1MTQxMTEYNTEaMIGWMSQwIgY JKoZIhve NAQKBFhYzdXBwh3) ™ </CustOpts= </PidOptions> -

<2xml version="1.0"7> «PidOpticns ver="1.0"> <Opts fCount="1"

Pid Data

<?7xml version="1.0"7>
<PidData=
<Resp errCode="0" errinfo="Success.” fCount="1" fType="0" nmPoints="42" qSco
<Devicelnfo dpld="MANTRA MSIPL" rdsld="RENESAS MANTRA
mi="MIIDzTCCArWgAwIBAIMjAWMEE ANjAWDQY JKoZIhve HAS \dBgkqhkiGSwOBCQEWEHJkQG1hbnRyYXRIVySjb20xFjAUBgNYBAMTDU1TSVBMIEwxIFBPQzEXCzAJBGNVBASTAKIUMS UwiwY DVQQKExxNYWS50emEgU29md
GVjaCBJbmRpY SBQdnQgTHREMRIWEAY DVQQHEWIBaG 11ZGFivWQxCzAJBgNVBAgTAKIKMQswC QY DVQAQGEWJTiAeFwly MTAOMTUWNDQWMDRaFwlyMTATMTQxMTEYNTBaMIGwMSQwlgY JKoZ Ihve NAQKBFhYzdXBwb3J0QG 1 hbnRyYXR

AFS110"

Mantra Management Server

» Itis necessary that RD service installed in client machine must interact with Mantra’s
Management Server.

» For that, client machine must access the domain https://aadhaardevice.com and it’s all sub-
domains.
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5. Proxy Setting

Proxy in NetworKk (if proxy is required to connect internet)

» After installation of RD Service below Application — Config Mantra MFS110 RDService
shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

Config Mantra IRIS RDService

-

L

Ciebaiile % Config Mantra MFS110 RDService
Mantra

MEST10
RDService ¥ Config Mantra RDService

Enter Proxy Server Enter Proxy Port

\
i Configure Mantra RD Service \M
N

Proxy Settings

Proxy Server Porxy Server Proxy Port Port

Keep blank UserMame & Password if Proxy Authentication is not required

User Name Password
[restprory JJ[ sove prox | '

3 -
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» Enter Username and Password if Proxy Authentication is required otherwise keep as
Blank.

J——

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

[restoron |

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

» You need to “Unplug and Plug” device so RD Service will take that proxy setting to
communicate “Mantra Management Server”.
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6. Browser Configuration for RD Service

There is no any configuration require in Chrome or Firefox if web application
is running on HTTPS.

Below browser configuration for HTTP request only.

1) Chrome (For HTTP Request only)

If Web Application which is calling RD Service APl is running on HTTP then configure your
chrome browser as below.

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests
chrome://flags/#block-insecure-private-network-requests

7

&« C  ® Chrome | chrome://flags/#block-insecure-private-network-requests @ 2 %« » 0 2

Block insecure private network requests.
Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ — Default ~
Mac, Windows, Linux, ChromeOS, Android, Fuchsia, Lacros Default
#block-insecure-private-network-requests Enabled

Disabled

Send Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. Failed preflights display warnings in DevTools without failing entire request. See ‘
also: https://developer.chrome.com/blog/private-network-access-preflight/ — Mac,

Windows, Linux, ChromeQS, Android, Fuchsia, Lacros

Default v ‘

#private-network-access-send-preflights

Respect the result of Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. These preflight requests must succeed in order for the request to proceed. See

Default v -
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2) Firefox (For HTTP Request only)

Browse below URL to change value to TRUE for ‘network.websocket.allowlnsecureFromHTTPS’

about:config

e ¥y n o e £

<« C @ € firsfox abouticonfig
Show only modified preferences

network.websocket.allowlnsecureFromHTTPS
network.websocket. _

t L]
allowlnsecureFromHTTPS rue s

3) Microsoft Edge (For HTTP Request only)

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’

edge://flags/#block-insecure-private-network-requests

€ Edge | edgey/flags/#block-insecure-private-network-requests
Reset all

Q, Search flags

® Block insecure private network requests.
Prevents non-secure contexts from making subresource requests to more-private IP "
Disabled v

Linux, Android

&< O

indo:

addresses. — Ma
#£block-insecure-private-network-requests
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4) Internet Explorer (For HTTP and HTTPS)

Sebect s 2one t view or change secunty sttt , © Dsatie ® B
0 Q J Q bt | St ron-encrypied form data
\.. Mscelrens T 0 Ouable
hteret  Localevacet [EEEEEE]  Restied ) Saka sousces acrees domuing @ Enadle
wies ) Daable Sorpt
Trasted diee pm e & fade, C | Lse Popp Boder
Thes sore contans wedones hatyos S| > ¥ - ) Diable
¥t not to dimage your computer o | Sgx dragpeg of content bebenen donars £ separato vt ,
your fles. ) Dsable
Tou have websies n s 2one @ fnatle T 8 Owsdle
Seanty fevelfor ths e o 7 33 o ntent betvren domara £ ot
e R | Unerdats persstence
ustom L) TOOWPETRTEPRES . Enadie .|
+To change the settrgs, cick Custom level. ) Ooenbin ) . ' | 'bmahn':-w-oummm-—...m.u'.
Dy e “Takes effect alter you restart your compuster *fokes effect after you restart your computer
Reset ustom settngs
tradie Brciected Mode (requres restartrg Yéarmet Explorer) ; U s —
. & : Beoet 9 (yedum (defoul) v | Reset. B gum (gefolt v | Aget.
Click "OK™", e
T o o e
Click "OR"
e Click on "Custom Level” and "Enable™ these options
(== s shown as per image and "Disable” smart screen filter as per this image

Select Option to Capture Print 1

File
Initialized Framework | intenet Options (2] = .
Finger Count | 1 o)
Discover AVDM — I Secu i Sy
a‘. I You can add and remove websites from this zone. All websites in Iris Count 0
) 3 this zone will use the zone's security settings. Add site to Start menu
Device Info N Face Count 0
Select a zone to view or change security settings. 6. add Url shown in below images View downloads Ctrl+)

0 Q. J ® Add this website to the zone: Manage add-ons
[ I

https://download.mantratecapp.com
Internet  Localintranet | Trusted sites | Restricted P PP F12 Developer Tools

sites
PERSONAL IDENTITY((| - 4 Websites: Go'to pinned sites
Trusted sites . C tibility View settings
| | http://127.0.0.1 R : ompatil g
Name: This zone contains websites that you http://download.mantratecapp. com \ﬂ/ ing:|
i V trust not to damage your computer or : PP —— Intemet options
Match Strategy:|| ® Ex; I your files, 5. http:/flocalhost =
You have websites in this zone. —————— About Internet Explorer
Local Name? Security level for this zone I I A= #
= N — z N _
DOBH Require server verification (https:) for all sites in this zone Dist
Phone! Custom 7. if your site using only "http" insted of "https" el
ONE: Custom settings. then you can uncheck this box 1
-To change the settings, dick Custom level. B ®
DOB Type:|| select] ~To use the recommended settings, dick Default level, gy:|| @ Exact
PERSONAL FULL AD Enable Protected Mode (requires restarting Internet Explorer)
Match Strateg ((customieval.. | [ oefaitievel | Local Match Value:|[Select v
[ Reset all zones to default level ]
Address Valug| Local Address:
i [oc J[ comead J[ semv |
avdm/device info
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Iﬁ

| General | seaurity | Privacy | Content | Connections | Programs | Advanced |

Settings
[T Enable Enhanced Protected Mode™ -
[#] Ensble Integrated Windws Authentcaten™
el ort Unckeck this check box if
|| Enable SmartScreen Filter it is checked
T Enable Stict P Vakdabon® tis checked.
[ Send Do Mot Track requests to sites you visit in Internet E
7] Use 5L 2.0 )
Use S 3.0 . Fhwka]lthes&check box
Use TLS 1.0 if it is unchecked
[V usems 11
[¥] ugeTLS 1.2 e
] Wiarn about certificate address mismatch*® EJ / Click "OK
[T Warn if changing between secure and not secure mode /
[¥] WWarn if BOST submittal is redirected to a zone that doesn ™ -
il = ] ; / Restart "Internet
*Takes effect after you restart your computer Explorer" browser and then
| Restore advanced sepfios | test again for capture finger
Reset Internet Explorer settings

Resets Internet Explorer's settings to ther default
condition.

You should only use this if your browser s inan ug

7. Configure System Time Zone

F I
- Date and Time a M
Date and Time | Additional Clocks | Internet Time
Date:
Friday, August 18, 2017
Time: =
3:19:22 PM l
@ Change date and time... |
- L
Time zone i
I (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi I ll
[ Change time zone... ]
1
Daylight Saving Time is not chserved by this time zone, |
L
Get more time zone information online
How do I set the clock and time zone? |
i
I OK I [ Cancel ] | Apply |
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8. Device Registration on Management Server

To list device pre-production or production, send serial number of device to
servico@mantratec.com

079-49068000 or 079-69268000

9. Technical Support

Mantra Support Team
servico@mantratec.com
079-49068000 or 079-69268000

This information can be shared with your clients or end user for any kind of technical support.

10. Development Support

Mantra Support Team
devsupport@mantratec.com
This email id for Developer only regarding integration of RD Service in Windows or Android

Application.
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