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Installation of WEB API Service

» First Uninstall the Old SecuGen WEB API Application from CONTROL PANEL
» Go to Control Panel mp Program & Features mp Uninstall a Program

» Uninstall all Secugen Biometric WEB APl over HTTPS/HTTP for Windows

only

o Note : DO not Uninstall SecuGen RD Service

- 0 X

[ Programs and Features

Search Programs and Features

¢ « A [ » ControlPanel » Programs » Programs and Features v b

Control Panel Home < ’
Uninstall or change a program

Viewinstalled updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair,
@ Turn Windows features on or
* Organize v | Uninstall =Y 0
Name i Publisher Installed On  Size Version i
u Notepad++ (32-bit x86) Notepad++ Team 2/07/2020 807TMB 771

V¥ Oracle VM VirtualBox 6,1.10 Oracle Corporation 19/06/2020 216MB  6.1.10
i Driver Realtek Semiconductor Corp. 23/03/2020 37.0MB 60,1704
ecuGen Biometric Web AP] over HTTPS for Windows ver, 10025 | SecuGen India 08/08/2020 100,25
B[ SecuGen RD Service version 1,00.00.43 SecuGen Corporation 09/07/2020
(] Synaptics Pointing Device Driver Synaptics Incorporated 23/03/2020 464MB 1933131 v
SecuGen India Product version: 100,25 Support link: ~ hittps//wwwisecugen.com

I Help link:  hitp:/

pw.secugen.c..Update information: — http://www.secugen.com

» Restart your System
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» Download the Latest WEB API Using below link & Extract

https://secugenindia.com/uploads/SGI BWAPI S Win 32bit 1.0.0.38.zip

Note : These Build Supports both 32 & 64 Bit Operating System

» After Extracting the Zip File Run the EXE Application
SGI_BWAPI_S Win_32bit_1.0.0.38.exe with Administrator

Select Yes

Setup

This will install SecuGen Biometric Web API over HTTPS (64 bit
Windows). Do you wish to continue?

Select Next

1:’75] Setup - SecuGen Biometric Web API over HTTPS (64 bit Wind... — X

Welcome to the SecuGen
Biometric Web API over HTTPS
(64 bit Windows) Setup Wizard

This will install SecuGen Biometric Web APl over HTTPS for
Windows ver. 1.0.0.30 64-bit on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.
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Select Accept & then Select Next

;&.’;l Setup - SecuGen Biometric Web API over HTTPS (64 bit Wind...

License
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the temms of this
agreement before continuing with the installation.

SecuGen India Software License

The following license agreement applies to the

SecuGen Biometric Service.
IMPORTANT — Read this License Agreement
Carefully:

This License Agreement (LA) is a legal agreement V¥

(®) | accept the agreement l
() | do not accept the agreement

— =

Select Next

5?}' Setup - SecuGen Biometric Web API over HTTPS (64 bit Wind...

x
User Information "
Please enter your information. C

User Name:
|

[Widons User

Organization:

{

< Back Cancel
Select Next
ﬁg—] Setup - SecuGen Biometric Web AP| over HTTPS (64 bit Wind... — x
Select Destination Location ~
Where should SecuGen Biometric Web APl over HTTPS (64 bit Windows) be C

installed?

Setup will install SecuGen Biometric Web APl over HTTPS {64 bit Windows)
into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

\Program Files\SecuGen Browse...

At least 3.8 MB of free disk space is required.

<o ==
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Select Install

ﬁ%l Setup - SecuGen Biometric Web APl over HTTPS (64 bit Wind...

Ready to Install
Setup is now ready to begin installing SecuGen Biometric Web APl over HTTPS
(64 bit Windows) on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

User information:
Windows User

Destination location:
C:\Program Files\SecuGen

< Back Cancel

Tick on both the Networks & select Allow access

’ @ Windows Security Alert

O Windows Firewall has blocked some features of this app

Windows Firewal has blocked some features of

and
private networks. SecuGen Web AP| Service
Name: SeauGen Web -

Publisher: SecuGen India Pvt. Ltd.
Path:

C:\program files (x86) secugen \sgibiosrv\sgbiosrv.exe

galieb API Service to communicate on these networks:

& 5uch 2 my home or work netiork;

[ Pubic netw

origfzuch as those in arports and coffee shops (not recommended
%€ networks often have littie or no secunty)

‘ Allow access , Cancel

To Check the WEB APl is Installed Successfully
In your Task Bar You will see below Icon

What are the risks of aliowing an app through a frewall?

SecuGen Biometric HTTPS:1.0.0.25

UULL

19:33
12/08/2020 EM

& dx
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2. WEB API Service Error Code

1) Error Code 3
Biometric Device Drivers are not Installed correctly
2) Error Code 54

Capture Timeout . You need to place your finger on the sensor

3) Error Code 59

Device is Busy . Reconnect the Biometric Device & Check again

4) Error Code 10001

Licence Expired . Check with website team
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3. Test WEB API Service

» Open the below URL in Google Chrome/Mozilla Firefox

e https://secugenindia.in/webapi/webapidemo.html

e Click on FP Capture to Test the fingerprint image capture

WEBAPI HTTPS DEMO

FP CAPTURE |

| Clear |

e Ifyou get error “Check if SGIBIOSRV is running”

» Open URL : https://localhost:8000/SGIFPCapture

Select Advance then click on “Proceed to unsafe”

e Relaunch Goole Chrome Browser & then check again
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How to use WEB APl on Mozilla Firefox browser

Open Firefox Browser go to “Settings”

@ NewTeb x|+ = X
C Q fearch with Google or enter address 9 =
-8 Import bookmarks... @ Getting Started Syné and save data signin
New tab Ctrl+T
Firefox New window Ctrl+N
New private window Ctrl+Shift+P
Bookmarks >
History >
o
) .
Downloads Ctri+)
Passwords
Add-ons and themes Crrl+ Shift+ A
a ° n b @ y Print... Ctrl-p
i Save page as... Ctrl+S
Amazon YouTube Facebook Wikipedia Reddit Twitter Find in page... Ctrl+F
Sponsored
Zoom - 0% + 7
Recommended by Pocket Learn more ISemngs I

In Privacy & Security go to Certificates , then select on view certificate

63 Settings X |+
&= C @ Firefox aboutipreferences#privacy <
General
@ Warn you about unwanted and uncommon software
@ Home
Q search Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS,

Learn more

Enable HTTPS-Only Mode in all windows
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In View Certificate Go to servers & click add exception then mention

URL : https:// localhost:8000/SGIFPCapture

Click on Get Certificate & then select confirm security exception

3 Settings X | @ Problem loading page x - a X

<« c @ Firefox  about:preferences#privacy bcd (]

n

Certificate Manager

Your Certificates Authentication Decisions People Authorities

AddSecutity Exception ificate error exceptions

| certificate Name | Lifetime

,ji You are about to override how Firefox identifies this site.

stores, and blic sit you todo
this.

I.o:ationl htps://ocalhost 1100/ I I Get Certificate
This site attempts to identify itself with invalid information. | View.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

Permanently store this exception

I\ Confirm Security Exception I\ Cancel | Delete. Add Exception...

You will get the URL in the list click on OK
Then Check RD Service using TEST Page

https://SecuGenindia.in/webapi/webapidemo.html

3 Settings X | (@ Problem loading page X+ = [a] X

< C @ Firefox about:preferences#privacy x @

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

These entries identify server certificate error exceptions

Server | Certificate Name | Lifetime

localhost:11100 localhost Permanent

Add Exception...
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